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POLICY 

 

1. OVERVIEW 

This policy and procedure outlines the Sefton CVS approach to identified data incidents and 

the subsequent actions required. 

  

Data incidents are those where confidential information or data (or both) are compromised.  

A data incident / breach is an event leading to the destruction, loss, alteration, 

unauthorised disclosure of, or access to, personal data. 

 

Examples of data incidents include: 

• Using another user’s login ID 

• Unauthorised disclosure of information 

• Leaving confidential / sensitive files out 

• Theft of IT equipment 

• Accessing a persons’ record inappropriately (e.g. viewing your own or family members, 

neighbours, friend, etc) 

• Writing passwords down 

 

2. AIM 

This policy and procedure aims to outline the arrangements necessary to ensure that all work-

related data incidents are appropriately reported and investigated. 

 

3. SCOPE 

This policy relates to all confidential information owned by Sefton CVS, whether held on the 

CVS network or externally, with a particular focus on the person identifiable data held. 

 

4. RESPONSIBILITIES 

 

 The Chief Executive has ultimate responsibility for the implementation of the provisions of 

this procedure. As the ‘Accountable Officer’ they are responsible for the management of the 

organisation and for ensuring that the appropriate mechanisms are in place to support 

service delivery and continuity. 

 

 

 The Senior Information Risk Owner (SIRO) has overall responsibility for the Incident 

Reporting Procedure – the SIRO works in partnership with the Data Protection Officer to 

ensure operational responsibility for the reporting of data incidents and the development 

and implementation of this policy takes place.. 
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 Data Protection Officer (DPO) – The DPO assists the  organisation to monitor internal 

compliance, inform and advise on data protection obligations, provide advice regarding 

Data Protection Impact Assessments (DPIAs) and act as a contact point for data subjects 

and the supervisory authority. The DPO is also responsible for: coordinating and 

operationally driving the rolling programme of Confidentiality Audits. They are also 

responsible for coordinating the investigations into Data Incidents arising from complaints, 

audit reports, informal alerts and failed log-in reports, which is carried out in partnership 

with the SIRO. 

 

 The Caldicott Guardian is responsible for overseeing and advising on issues of service 

user / client confidentiality for the organisation. 

 
 

 Information Asset Owners are responsible for assisting all incident investigations 

involving their information asset; this includes employee liaison and the submission of a 

Data Incident Reporting Form to the IG Lead. 

 

 Managers are responsible for ensuring that all staff, particularly new staff, temporary staff, 

contractors and volunteers, know what is expected of them in respect of reporting incidents. 

 

 All employees (staff, volunteers, associates and contractors) are responsible for 

maintaining the confidentiality of all personal and classified corporate information gained 

during their employment / involvement with Sefton CVS (this extends after they have left the 

organisation). Diligent employees should question procedures, protocols and events that 

they consider could cause damage, harm, distress, lack of compliance or bring the 

organisation’s name into disrepute. All employees must report any data incidents as soon 

as they become aware of their existence. 

 

 All individuals are responsible for adhering to the Caldicott principles and the Data 

Protection Act. 

 

 

5. MONITORING & REVIEW 

This policy and any associated reporting forms will be reviewed annually to ensure that they 

remain fit for purpose and reflect current legislation and best practice. 

 

 

PROCEDURE 

 

6. KEY POINTS 
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It is the responsibility of all managers to ensure that investigations identify the causes of any 

incidents and, where possible, recommend any action necessary to prevent a recurrence. 

 

All incidents must immediately be reported to the SIRO or Data Protection Officer (DPO) so 

that a record of the incident can be maintained. All serious incidents will be reported to senior 

management / Board of Trustees. A decision will also be made on the need for reporting to the 

Information Commissioners Office (ICO) 

 

6.1 DATA INCIDENT REPORTING 

It is essential that all serious untoward incidents that occur are reported appropriately and 

handled effectively. Any incident involving the actual or potential loss of personal information 

that could lead to identity fraud or have other significant impact on individuals should be 

considered as serious. The above definition applies irrespective of the media involved and 

includes both the loss of electronic media and paper records. 

 

All staff must verbally and/or electronically report any actual data incidents or ‘near misses’ to 

their Line Manager, the relevant Information Asset Owner and the SIRO or Data Protection 

Officer (DPO) immediately upon discovery. 

 

The Information Asset Owner or their nominee must then ensure a completed Data Incident 

Reporting Form (Appendix 1) is submitted to the SIRO or Data Protection Officer (DPO)as 

soon as possible; serious incidents must be reported to the Information Commissioner 

within 72 hours of discovery to avoid associated fines. 

 

All staff, volunteers, associates and contractors involved must fully comply with the ensuing 

investigation and with any remedial action taken or recommended to prevent re-occurrence. 

 

 

 

6.2 INCIDENT INVESTIGATION 

 

Incident investigation involves a more in-depth examination of the circumstances surrounding 

an incident. The aim of the investigation is to identify the root causes of the incident and 

recommend practical action to prevent a recurrence.  

 

An investigation must also gather and record all the detailed facts that may be required should 

legal action result.  In many cases, months, and even years, may pass before such action is 

instigated and therefore it is important that investigation reports and associated records are 

accurate, well documented and securely retained. 
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The Data Protection Officer (DPO)will lead and document all investigations (in conjunction 

with the SIRO), including liaison with staff, volunteers, associates, contractors and external 

agencies as required. 

 

6.3 THE IMPORTANCE OF INCIDENT INVESTIGATION 

 

If (serious) incidents are not investigated and appropriate action taken, the organisation could 

be more vulnerable in terms of civil litigation and even criminal action.  

It is also good management practice to learn reactively from adverse events in terms of staff 

relations and minimising losses. Incidents can cause pain, suffering and stress to the 

person(s) affected, their families, friends and work colleagues. There is a moral obligation to 

uncover the causes of these incidents and to learn from them. 

 

Incidents may incur financial penalties, both individually and in aggregate. These penalties 

can include the indirect costs resulting from incident recording, reporting and investigating, 

staff replacement, re-training, work interruption, etc. 

 

Serious information security breaches would open the organisation up to possible legal claims 

from third parties, but also to fines levied by the Information Commissioner’s Office. This could 

harm the organisation’s reputation as a strategic partner and a commissioned service 

provider. 

 

6.4 THE REQUIREMENT TO REPORT 

The immediate response to the incident and the escalation process for reporting and 

investigating will vary according to the severity of the likely impact of the incident. This has to 

be assessed on a case by case basis. 

 

All incidents that are likely to result in a risk to the rights and freedoms of individuals must be 

reported to the ICO.  

In addition where a breach is likely to result in a high risk to the rights and freedoms of 

individuals, those concerned must also be informed. 

 

The Senior Information Risk Owner (SIRO) will be responsible for making the ultimate 

decision on whether to report, having investigated the circumstances and impact of the data 

incident. The decision to report should err on the side of caution, treating an incident as 

reportable if there is any possibility that it is. The SIRO should not wait for the outcome of full 

investigations before reporting the incident and should seek to assess the severity of the 

impact on individuals as rapidly as possible. Where there is any room for doubt the incident 

should always be reported. 
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6.5 REPORTING SERIOUS INCIDENTS 

 

Inside Sefton CVS 

All investigated data incidents are reviewed and discussed by the Information Governance 

Sub-Group of the Executive Board. The lessons learned are communicated directly to the staff 

involved and also to the wider workforce / Executive Board where this is deemed necessary or 

helpful.  

 

Outside Sefton CVS 

 Commissioners – it is important to alert commissioners at the earliest possibility if a 

serious incident has occurred; additional information relating to the incident should be 

provided within three working days of the initial report. 

 The Information Commissioner – the ICO must be informed of all reportable incidents 

within 72 hours, however this should be discussed with and agreed by the commissioning 

body where possible.  

 Clients – consideration should always be given to informing clients when person 

identifiable information about them has been lost, inappropriately placed in the public 

domain or otherwise breached. Where there is a high risk of detrimental impact on the 

individual (eg: identity theft, etc), they must be advised of the incident, again this should 

be discussed with and agreed by the commissioning body where possible. 

 

6.6  INCIDENT MONITORING & REVIEW 

The Senior Information Risk Owner (SIRO), in conjunction with the Data Protection Officer 

(DPO), will ensure that a review of all reported Data Incidents and ‘near misses’ takes place. 

 

The Data Protection Officer (DPO) will monitor the data incident reports, bringing to the 

attention of the SIRO / IG Sub-Group any worrying trends or issues of concern. 

 

7. GRADING A PERSONAL DATA BREACH  

 

Guidance provided via the Data Protection and Security Tool Kit (2018) supports that any 

incident must be graded according to the significance of the breach and the likelihood of those 

serious consequences occurring.  

 

The incident must be graded according to the impact on the individual or groups of individuals 

and not the organisation. Incidents are reviewed by the Data Protection Officer or Caldicott 

Guardian or the Senior Information Risk Owner when determining what the significance and 

likelihood a data breach will be.  
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The significance is further graded rating the incident of a scale of 1-5. 1 being the lowest and 5 

the highest.  

 

The likelihood of the consequences occurring are graded on a scale of 1-5 1 being a non-

occurrence and 5 indicating that it has occurred.  

 

Where the personal data breach relates to a vulnerable* group in society, as defined below, 

the minimum score will be a 2 in either significance or likelihood unless the incident has been 

contained. This will have the effect of automatically informing the Information Commissioner if 

one of the other axes scores above a 3.  

 

Where vulnerable is a ‘Child known to safeguarding or with mental health conditions. Adult 

with capacity issues or known to adult safeguarding’. 
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Both the adverse effect and likelihood values form part of the breach assessment grid. There 

are a limited number of circumstances where, even when an organisation is aware of a breach 

of personal data, there may be containment actions that will remove the need for notification to 

the ICO but may still need to be recorded as a near miss as it may still constitute a reportable 

occurrence. Under the following circumstances notification may not be necessary; 

 • Encryption – where the personal data is protected by means of encryption.  

• ‘Trusted’ partner - where the personal data is recovered from a trusted partner organisation.  

• Cancel the effect of a breach - where the controller can null the effect of any personal data 

breach. 
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Appendix 1 

 

DATA INCIDENT REPORTING FORM - LEGALLY PRIVILEGED AND CONFIDENTIAL 

 

To be completed by the Information Asset Owner or their nominee and sent to the Information 

Governance Lead.   

Please note that any emails or other documents prepared in connection with this 

incident must be headed LEGALLY PRIVILEGED AND CONFIDENTIAL. Circulation of 

such documents must be restricted to those directly involved in investigating the 

incident. Please do not reference data subjects by name in this report. 

 

Report completed by [name, job title]  

Strategic Work Area/Project  

Date of report   

 

1 Description of data lost, stolen, released or corrupted  

[include examples of type of data and volumes of records affected] 

 

 

2 Circumstances of the loss, theft, release or corruption  

[include timing of events; location; IT hardware and applications involved; details of actions 

taken to date eg: anyone who has been contacted in relation to the incident]   

DO NOT CONTACT INDIVIDUALS WHOSE PERSONAL DATA HAS BEEN 

COMPROMISED WITHOUT INFORMATION GOVERNANCE LEAD AUTHORISATION  

 

 

 

3  Contact details of any other regulatory body or collaborative partner who may need 

to be informed [eg: funder, statutory partners, etc] 
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4  Assessment of any related policies, procedures or guidance which have been 

breached or wider issues [list any local guidelines or procedures which have not been 

followed] 

 

 

 

 

5   Remedial action taken or recommended to prevent a further occurrence (eg:  have 

all relevant staff / contractors / volunteers completed the mandatory IG training?) 

[include name of action owner and target dates for completion where appropriate] 

Remedial action taken: Date actioned and action 

owner 

  

Prevention options to be considered: Target date and action owner 

  

 

 

 

 

6  Review of incident handling and actions required  

[what could be improved eg: communication, speed of response] 

Improvements to be considered: Target date and action owner 

  

 

 

 

Senior Information Risk Officer use only 

Incident investigation - actions required: Target date and action owner 

  

 

 

Investigation complete 

SIRO Signature: 

 

Date: 

Likelihood that adverse effect could or has occurred (Score 

1-5) 

 

Potential severity of the adverse effect on individuals  

(Score 1-5)  

 

Report submitted to the ICO YES NO 
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Date report submitted to ICO if submitted Date: 

Affected individuals advised Date: 

 


