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POLICY 
 

1. Overview  
 

Sefton CVS deals with many issues of a confidential or sensitive nature, and is committed to 

maintaining and safeguarding this confidentiality. Confidential information includes: 

 Personally Identifiable Information – defined as any information about a person that would 

allow that person to be identified. 

 Sensitive Personally Identifiable Information – as above, but with additional information on 

racial or ethnic origin, political opinion, religious beliefs, trade union membership, physical or 

mental health conditions, sexual life, the commission or alleged commission of any offence, or 

any proceedings for any offence committed or alleged to have been committed, the disposal of 

such proceedings or the sentence of any court in such proceedings. 

 Organisational Documents – this includes: any development plans, working practices and 

financial operations, except those published for circulation to the general public. 

 

2. Aim 

The aim of this policy is to ensure that Sefton CVS protects confidential information and adheres to 

relevant legislation including the General Data Protection Regulation 2016, Data Protection Act 2018, 

Human Rights Act 1998 and the common law duty of confidentiality. 

Employees (including associates, temporary staff and volunteers) must in all instances work to the 

following objectives: 

 Preserve Confidentiality - protect Sefton CVS’s information against unauthorised disclosure 

and only access the records of clients with whom they have a legitimate relationship and where 

there is a justifiable business reason. 

 Preserve Integrity – ensure the accuracy and consistency of information; protecting the Sefton 

CVS network and information from unauthorised or accidental modification 

 Preserve Availability - ensure that the Sefton CVS network and information is maintained and 

that information is there when it is needed to support service delivery. 

 

3. Scope 

The procedure applies to all Sefton CVS employees (staff, volunteers and associates) who have 

access to Sefton CVS’s network or client information systems. It also applies to relevant people who 

support and use these systems. Areas in scope include, but are not limited to: 

 All work areas within the organisation where confidential personal identifiable information is 
processed (handled)  

 Both electronic and hardcopy confidential person-identifiable information  

Audits will be undertaken across all Sefton CVS sites to capture inconsistencies in practice. 
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4. Responsibilities / Accountability 

Sefton CVS Board - The Board is responsible for ensuring that the confidentiality of all client 
information systems is maintained and protected at all times and for ensuring that Audit Procedures 
are implemented throughout the organisation. 

Information Governance Sub Group of the Executive Board – This Group ensures compliance 
with, and oversees implementation of, relevant standards for information governance. It also ensures 
that Sefton CVS meets the requirements of the NHS Data Security and Protection Tool Kit (previously 
Information Governance Toolkit (IGT). The group meets every four months and includes membership 
of the Chair, CEO, Deputy CEO, SIRO, Data Protection Officer and Caldicott Guardian.  

Senior Information Risk Owner (SIRO) - The SIRO has overall responsibility for the monitoring of 
incidents and complaints relating to confidentiality breaches and is responsible for ensuring that 
access to confidential information is regularly audited and that recommendations and concerns arising 
from audits are actioned within a reasonable timeframe. 

Data Protection Officer (DPO) – The DPO assists the  organisation to monitor internal compliance, 
inform and advise on data protection obligations, provide advice regarding Data Protection Impact 
Assessments (DPIAs) and act as a contact point for data subjects and the supervisory authority. The 
DPO is also responsible for coordinating and operationally driving the rolling programme of 
Confidentiality Audits. They are also responsible for coordinating the investigations into Data Incidents 
arising from complaints, audit reports, informal alerts and failed log-in reports, which is carried out in 
partnership with the SIRO. 

Caldicott Guardian - The Caldicott Guardian is responsible for protecting the confidentiality of 
personal information and enabling appropriate information sharing, this includes Freedom of 
information and Subject Access Requests. They will ensure that Audit Procedures are implemented 
and comply with legal and ethical obligations 

Information Asset Owners are responsible for:  

 complying with Information Audit activity and retaining an overview of their Information Asset 

 coordinating / completing Confidentiality Audits for all services within their Information Asset 

 completing a Data Incident Reporting Form for any data breach, incident or ‘near miss’ arising 
within their Information Asset 

 complying with Data Incident investigations, working alongside the IG Lead 

Line Managers are responsible for ensuring that: 

 their staff are aware of their responsibilities with regard to confidentiality and Information 
Governance 

 their staff and volunteers complete mandatory Information Governance training 

 their staff are fully aware of the mechanisms for reporting actual or potential confidentiality 
breaches within the organisation 

 they and their staff comply with Information Audits and Confidentiality Audits and enforce 
subsequent recommendations within specified timescales 

Employees 
All employees (staff, volunteers and associates) have a duty to read and work within current policies. 

They should ensure that confidential information is not accessed without prior authorisation and 
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completion of appropriate documentation. Any employee releasing confidential information to 

unauthorised recipients is personally committing an offence and may be liable to prosecution. 

 

Any breach of this policy or refusal to comply is considered to be a disciplinary offence, which may 

lead to disciplinary action in accordance with the organisation’s Disciplinary Policy, up to and including 

in appropriate circumstances, dismissal without notice. 

 

5. Monitoring & Review 

Compliance with this policy will be monitored through both scheduled and ad-hoc Information Audit 

and Confidentiality Audit activity and through the investigation of data incidents.  

Additionally Information and Confidentiality Audit activity will identify and highlight training needs in 

accordance with the Information Governance Training Strategy. 

This policy will be reviewed on an annual basis or as appropriate and in response to changes in 

legislation, organisational policies, technologies, increased risks and new vulnerabilities or security 

incidents.  

 

CONFIDENTIALITY CODE OF CONDUCT 

6.1 Sefton CVS Commitment 

Sefton CVS holds confidential information and it is the responsibility of employees (including 

associates, temporary staff and volunteers) to observe Sefton CVS policies and procedures and 

safeguard that confidentiality. The information held belongs to the individual people it concerns and we 

must ensure this information cannot be seen or changed by anyone that does not have the right to see 

it. 

Sefton CVS has appointed a Caldicott Guardian and it is their duty to ensure that client data is kept 

secure. The Caldicott Guardian makes decisions on how, what, when and why confidential client data 

will be used and shared by the organisation. 

Treat other people’s information the way you would like your own to be treated 

 

6.2 Contractual Obligations / Implications 

You are required to treat information acquired during the course of your job / role as confidential. In 

practice, this means that you should not: 

 convey to any person outside of the agency’s employ any document relating to the business of  
the organisation, except those published for distribution to the general public; 

 

 disclose information concerning agency development plans, except that which is published for 
circulation to the general public;  
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 disclose details of  working practices or operations to any person outside the agency’s employ, 
unless authorised to do so by the Chief Executive or Sefton CVS Board 

 

 disclose any matters concerning financial operations or practices to any unauthorised person 
within the agency, or to persons outside the organisation 

 
Breaches of these requirements will be dealt with under the Sefton CVS disciplinary procedure 

 
INFORMATION & CONFIDENTIALITY AUDIT PROCEDURE 
 
7.1 Audit Procedure 
 

Sefton CVS operates a rolling programme of Information and Confidentiality Audits, ensuring that each 

Information Asset is audited annually.. Where the information held is particularly sensitive, the asset 

may be audited more frequently at the discretion of those responsible for Information Governance 

within the organisation.  

Information Asset Owners (IAOs) have been identified, trained and provided with tailored guidance to 

support their delivery of audit activity. 

All staff have been made aware that Information and Confidentiality Audits of projects / services may 

occur at any time. 

 
7.2 Audit Methodology 
 
The Data Protection Officer will meet with the relevant IAOs to discuss and support  the following audit 

requirements: 

 
The IAO will identify the different data groupings within their Information Asset and will complete a line 

on the Information Audit Template (Appendix 1) for each grouping. 

 

The IAO will liaise with all staff who have access to the relevant information grouping, each staff 

member with access will complete a Staff IG Compliance Checklist (Appendix 2/3) 

 
The IAO will feedback to theData Protection Officer ; highlighting any identified risks and staff training 

needs – agreed actions will be added to the Audited Services Improvement Plan. 

 

The Information Audit Template and Audited Services Improvement Plan will be discussed at the IG 

Sub-Group of the Executive Board – the IAO may be required to attend as relevant. 

 
 

7.3 What the Audits will look for 
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The Information Audit will provide an overview of the information held within the Information Asset, 

specifying the legal basis for processing and capturing how this data is collected / handled / stored / 

accessed / shared / destroyed.  

 

The Confidentiality Audit will test staff awareness of Sefton CVS policies and guidelines concerning 

confidentiality with particular focus on the following key areas: 

 Data Management 

 Physical Security 

 Portable / Mobile Devices 

 Incident Reporting 

 Data flows and their legitimacy / security 
 
7.4 Audit Deliverables 
 
The audit team will provide: 

 Nominated officers responsible for implementation 

 Detailed audit procedures 

 A planned and implemented audit programme 

 Support with improvement planning to address areas requiring review 

 Audit reports and recommendations for the Information Governance Group 

 Reports to the SIRO concerning any identified breaches 

 
 
7.5 Audit Frequency 
Each Information Asset will be audited annually. Full audits and interim spot checks may also be 

conducted on an ad-hoc basis, including as a response to perceived risk / reported data incidents. 

 
 
7.6 Audit Findings 
 
Audit findings will be reported to the Information Governance Sub Group and will include Audit Team 

recommendations concerning any corrective actions required. 

 

Identified actions will be added to the overarching Audited Services Improvement Plan for future 

monitoring and reporting. The Data Protection Officer will ensure that actions are implemented to 

rectify issues identified at the audit stage; this may include reviewing relevant policy / procedures / 

training resources and amending as appropriate. 

 

Where breaches in confidential information are identified at the audit stage, this will be reported and 

investigated through the organisation’s Data Incident reporting procedure.  

 

 
8.  Information Asset Owner Responsibilities 
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8.1 Introduction 

Sefton CVS has assigned senior staff as Information Asset Owners (IAOs) who are the nominated 

owners for one or more identified information assets of the organisation (See Pt. 8.5) 

Explain support provided to IAO’s  

 

8.3 Information Risk Management – Hierarchy 

It is important to distinguish IAOs from operational staff who have been assigned responsibility for day 

to day management of information assets, but are not directly accountable to the SIRO. The following 

hierarchy demonstrates the levels of accountability and authority to effect change as required to 

mitigate against identified risk. 

 

 

 

 

 

 

 

 

 

 

 

8.4 IAO Role  

Information Asset Owners are generally senior staff members and they have a responsibility to 

maintain an overview of their information asset; understanding what information is held, what is added 

and what is removed, how information is moved / shared, who has access and why and how and when 

it is destroyed. As a result they are able to understand and address risks to the information assets they 

‘own’ and to provide assurance to the SIRO on the security and use of these assets. 

In order to maintain this understanding of their ‘owned’ assets and how they are used, IAOs must: 

 Know what information comprises or is associated with the asset, and understand the nature 

and justification of information flows to and from the asset  

 Regularly review data quality and error/omission logs as relevant 

 Approve and minimise information transfers while achieving business purposes 

 Ensure access provided to the asset is the minimum necessary to satisfy business objectives 

Accounting Officer 

CEO 

SIRO 

 HR, Governance & Compliance Officer 

Information Asset Owners (IAOs) 

Senior Staff 

Data Administrators 

Operational Staff 

Data Protection Officer  

javascript:hotTextClicked(1)
javascript:hotTextClicked(1)
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 Approve arrangements where necessary for information to be put onto portable or removable 

media (laptops/USBs/disc/etc), ensuring information is effectively protected  

 Consider whether better use of the information held is possible, within applicable Information 

Governance rules 

 Consider where information is no longer required and approve the disposal mechanisms for 

information from the asset  

 Understand and address risks to the asset; escalating risks to the SIRO where appropriate 

 

The IAO is also responsible for ensuring compliance with regular Information and Confidentiality Audit 

activity annuallyfollowing the methodology outlined at Pt. 7.2 

 
8.5 Information Asset Overview 

Information Asset name 
or unique descriptor Description of Information Asset 

Information Asset 
Owner 

Children’s Services 
Children’s services delivered by Sefton CVS where 
data held on the public / non-minority individuals Emma Lambert 

Equalities Services 
Services delivered by Sefton CVS where data held 
on minority individuals / individuals from across 7 
strands of Equality 

Robert Brennan 

Financial Services 
Financial details either provided by donors or by staff 
of organisations utilising Sefton CVS payroll service Tony Deegan 

Health Services 
Health related services delivered by Sefton CVS 
where data held on the public / non-minority 
individuals 

Gina Harvey 

IT Systems Hardware and software installed on the Sefton CVS 
network – including back-up arrangements 

Steve Penn 

Offender Services 
Services delivered for offenders where offender data 
is held / processed Sue Holden  

Organisation Contacts 
Services delivered for/to organisations where 
organisation contact data held Steven Nugent 

Safeguarding 
Safeguarding incident reporting processes (sensitive 
data held about VCF/SCVS employees / vulnerable 
adults / children) 

Jan Campbell 

Staffing 
General DBS data and Employee / Associate related 
data including recruitment, contracts, bank details, 
staff support and appraisals, PDPs, etc 

Steven Nugent 

Suppliers Contractual information relating to third party 
suppliers where contact / banking details held 

Steven Nugent  

Participants Training / event delivery where participant data held Training Lead (TBC) 

Volunteering 
Volunteering services where data held on individuals 
involved / interested in volunteering Mike Howlett 
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Appendix 1 - IG Compliance Checklist – IAO Version 

 
The IAO will work through the following checklist with everyone who has access to the Information 
Asset 

 REQUIREMENT IAO NOTES 

D
A

TA
 

M
A

N
A

G
EM

EN
T 

Are you aware of our Information Governance related policies and 
know where to refer to for related information? 

 

Are you aware that you cannot introduce a new process / service / 
system without formally considering Information Governance?  

 

Are you aware of the Project Set-up Checklist and Data Protection 
Impact Assessment  

PROJECT SUPPORT DOCUMENTS 

Do you save all confidential electronic data in an agreed network 
location? Is the file password protected?  

 

Do you understand what data you can legitimately collect? DATA MANAGEMENT POLICY 

Do you know what the client needs to understand when you are 
collecting the data? 

Are your consent requests specific and informed? 

Do you share this data with anyone (external/internal)? 

Do you get explicit consent to hold and share information if required? 

How do you ensure the accuracy of the data held? 

Do you consider appropriate email etiquette in relation to dialogue 
within emails and Copying others in? 

 

Are you party to an Information Sharing Agreement? Provide copy to  DP Officer 

P
H

Y
SI

C
A

L 
SE

C
U

R
IT

Y
 Do you know where your hardcopy data should be stored? DATA RETENTION POLICY 

Do you lock hardcopy data away? 

Are your drawers/cabinets generally kept locked? 

Do you keep your screen locked / desk clear?  

Do you know how to lock up the office/building if needed?  

M
O

B
IL

E 
EQ

U
IP

M
EN

T 

Do you save confidential data on a portable device / USB? 
If ‘No’ go to ‘Incident Reporting’ section 

NETWORK SECURITY POLICY 

Is the confidential data encrypted / password protected? 

Is the portable device password protected?  

Does your portable device timeout if idle for 5 minutes? 

Do you allow anyone else to use your device? 

Are you aware your responsibilities extend to the device storage 
media too? 

IN
C

ID
EN

T 
R

EP
O

R
TI

N
G

 

Do you understand that it is your responsibility to report any data 
breach or ‘near miss’ to your line manager, the IAO responsible and 
the Data Protection Officer (DPO) or Senior Information Risk Owner 
(SIRO) Lead? 

DATA INCIDENT REPORTING POLICY 

Did you realise the following are Data Incidents?  
• Using another user’s login ID 
• Unauthorised disclosure of information 
• Leaving confidential / sensitive files out 

ELECTRONIC COMMUNICATION 
POLICY – ACCEPTABLE USE POLICY 
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• Theft / loss of IT equipment 
• Accessing a persons’ record inappropriately e.g. viewing your 
own record or that of someone you know 
• Writing passwords down 

Do you know where to find the reporting policy / form? DATA INCIDENT REPORTING FORM 

 
Appendix 2 – IG Compliance Checklist – Staff Version 
 

 REQUIREMENT Yes/No/NR NOTES 

D
A

TA
 

M
A

N
A

G
EM

EN
T 

Are you aware of our Information Governance related policies 
and know where to refer to for related information? 

  

Are you aware that you cannot introduce a new process / 
service / system without formally considering Information 
Governance?  

  

Are you aware of the Project Set-up Checklist and Data 
Protection Impact Assessment template? 

  

Do you save all confidential electronic data in an agreed 
network location? Is the file password protected?  

  

Do you understand what data you can legitimately collect?   

Do you know what the client needs to understand when you are 
collecting the data? 

  

Do you ensure the accuracy of the data held?         How? 

Do you share this data with anyone (external/internal)?   

Are your consent requests specific and informed?   

Do you get explicit consent to hold and share information if 
required? 

  

Do you consider appropriate email etiquette in relation to 
dialogue within emails and Copying others in? 

  

Are you party to an Information Sharing Agreement?  Provide copy to DPO 

P
H

Y
SI

C
A

L 
SE

C
U

R
IT

Y
 Do you know where your data should be stored?   

Do you lock hardcopy data away?   

Are your drawers/cabinets generally kept locked?   

Do you keep your screen locked / desk clear?    

Do you know how to lock up the office/building if needed?   

M
O

B
IL

E 
D

EV
IC

ES
 /

 U
SB

 s
 

Do you save confidential data on a portable device / USB? 
If ‘No’ go to ‘Incident Reporting’ section 

  

Is the confidential data encrypted / password protected?   

Is the portable device password protected?    

Does your portable device timeout if idle for 5 minutes?   

Do you allow anyone else to use your device?   

Are you aware your responsibilities extend to the device 
storage media too? 

  

IN
C

ID
EN

T 
R

EP
O

R
TI

N
G

 

Do you understand that it is your responsibility to report any 
data breach or ‘near miss’ to your line manager, the IAO 
responsible and the Data Protection Officer (DPO) / Senior Risk 
Owner (SIRO)? 

  

Did you realise the following are Data Incidents?  
• Using another user’s login ID 
• Unauthorised disclosure of information 
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• Leaving confidential / sensitive files out 
• Theft / loss of IT equipment 
• Accessing a persons’ record inappropriately e.g. viewing 
your own record or that of someone you know 
• Writing passwords down 

Do you know where to find the reporting policy / form?   

Staff Member:         Job Title:        

Signature:        Date:     


