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What is the GDPR?
The General Data Protection Regulation (GDPR) is new European legislation,
replacing the existing European Directive 95/46/EC.
Despite Brexit, GDPR will apply in the UK from 25 May 2018.
Overview
 Same basic principles as current DP law, but strengthened
 Accountability
 New rights for individuals, and strengthening of existing rights
 Breach reporting
 Data Protection Impact Assessments
 Higher penalties for non-compliance
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GDPR / Data Protection Compliance
The Information Commissioners Office (ICO) will be the
supervisory authority in the UK; responsible for enforcing
compliance with the GDPR alongside existing data
protection legislation.
The ICO has issued 13 monetary penalties to the Charity & Voluntary Sector
during 2016/17; with combined fines totalling £181,000.
This is only likely to increase with the introduction of
more rules and stiffer penalties!
In order to ensure compliance and avoid potential issues and/or fines,
organisations will need to review their current practice and implement new
processes where required.
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Minimise the risk
• Assess the risk – what personal data do you process,
and how?
• Policies
• Responsibilities
• Training and awareness
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Where should I start?
Initially you will need to make sure that your governing
body and management team are aware of the
requirements and impact of GDPR.
Responsibility for Data Protection should be assigned to
a responsible officer.
Next, you will need to know what personal
information your organisation holds…
An Information Audit will provide an overview of the data held, how it is
collected, where it is stored, who has access and how it is shared.

The Sefton CVS website has an Information Audit Template for you to
download and populate.
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Legal Basis for Processing
As part of the Information Audit you should document the legal basis for
processing any personal information held.
Generally for the charity sector
a) Consent, or
f) Legitimate Interests
will cover personal information
collected in order to provide the
data subject with a service; with
‘Legitimate Interests’ potentially
the simpler approach under GDPR.
Where relying on legitimate interests as the legal basis, you must balance
your interests against that of the data subject (balancing test) and
demonstrate that the processing is necessary to achieve the purpose
(necessity test).
However, when SENSITIVE (SPECIAL CATEGORY) PERSONAL DATA is SHARED
the individual must provide explicit informed CONSENT to this processing.
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Review of Consent Processes
When your Information Audit is complete and you have identified where you
will rely on Consent as the legal basis for processing, you will need to review
how you are Collecting Consent; considering the following:
• Fair Processing Notices (FPNs) – under GDPR, FPNs must be clear and use
plain language; spelling out why you want the data and what you’re going
to do with it. ICO has produced GDPR – Fair Processing Notices guidance
• NOT using pre-ticked boxes or any other type of consent by default;
people must positively opt in
• Giving granular options to consent to independent processing operations
(eg: consent to share separated out from general consent to processing)
• Naming all parties who will/may have access to the data; it is no longer
sufficient to say ‘shared with partners’
• Advising data subjects of their rights, including their right to withdraw
consent
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Consent to Direct Marketing
Direct marketing covers the promotion of aims and ideals as well as the sale
of products and services. This means that the rules will cover not-for-profit
organisations (eg: charities, etc).
The rules on calls, texts and emails are stricter than those on mail marketing,
and consent must be more specific.
In order to comply with the GDPR, you will need to:
• Contact all mailing lists / distribution groups asking them to confirm by
reply that they are happy to receive your emails (specifying what these
emails are likely to include).
• Ensure that you remove anyone who hasn’t consented by 25th May
• Record when you have received consent (names/ email addresses/ dates
will suffice)
• Provide opt-out / unsubscribe option in subsequent mailings
For further details refer to the ICO’s Direct Marketing Guidance
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Children’s Data / Consent
The GDPR contains new provisions intended to enhance the protection of
children’s personal data – the ICO has updated their section on Children

Fair Processing Notices for Children – where services are offered directly to a
child, you must ensure that your privacy notice is written in a clear, plain way
that a child will understand.
Online services offered to children – if you offer an online service to children,
you may need to obtain consent from a parent or guardian to process the
child’s data.
The GDPR states that a child under the age of 16 can’t give consent
themselves and instead consent is required from a person holding ‘parental
responsibility’. However, the new Data Protection Bill stipulates that parental
consent is only required from under 13’s in the UK.
Parental/guardian consent is not required
where processing is related to preventative or
counselling services offered directly to a child.
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Review of Consent Processes
Recording Consent is also a requirement of GDPR; you must document when
consent is secured for each client.
In addition you must be able to evidence what they were told at the time; this
can be managed using Fair Processing Notice version control.

You must also ensure you are properly Managing Consent; this includes:
• regularly reviewing consent to ensure it remains relevant and appropriate
• introducing a process to refresh consent as required
• making withdrawal of consent easy and acting promptly when consent is
withdrawn
The ICO has released GDPR Consent Guidance
including Checklist
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Individual’s Rights
The GDPR creates some new rights for individuals and strengthens some of
the rights that currently exist under the DPA.
The GDPR provides the following rights for individuals:

•
•
•
•
•
•
•
•

The right to be informed
The right of access
The right to rectification
The right to erasure
The right to restrict processing
The right to data portability
The right to object
Rights in relation to automated decision
making and profiling.
11

© Sefton CVS 2018

The Right of Access
What information is an individual entitled to request?
• confirmation that their data is being processed;
• access to their personal data; and
• other supplementary information – this largely
corresponds to the information that should be
provided in a Fair Processing Notice.

The key changes under the GDPR are:
• The Data Subject is required to provide proof of their identity.
• Information must be provided free of charge, though you can charge a
‘reasonable fee’ for unfounded or excessive requests.
• Information must be provided without delay and at the latest within one
month of receipt of an access request.
Organisations should consult the GDPR/ICO when a Subject Access Request is
received to ensure they are fully complying with all the requirements.
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Individual’s Rights - other key changes
The GDPR creates broader rights for individuals and particularly children
when it comes to:
• Rectification;
• Erasure (the ‘right to be forgotten’);
• Restricting Processing; and
• Objecting to Processing (including direct marketing / research purposes) –
NB: data subjects have additional rights under the ePrivacy Directive.
Organisations must implement systems and procedures for notifying affected
third parties (eg: any recipients of data previously shared) when any of the
above rights have been exercised.
The GDPR establishes the Right of Data Portability, allowing individuals to
obtain and reuse their personal data for their own purposes across different
services (eg: to move account details from one online platform to another).
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The Accountability Principle
The new GDPR accountability principle requires
you to demonstrate that you comply with the DP
principles; stating explicitly that this is your
responsibility.

Evidence of compliance can include:
• Appropriate technical and organisational measures (eg: data protection
policies, staff training, internal audits, etc).
• Maintaining relevant documentation on processing activities.
• Assigning responsibility for Data Protection to a (trained) member of staff.
• Implementing measures that support data protection by design and data
protection by default; including: Data minimisation; Pseudonymisation;
Transparency; Allowing individuals to monitor processing; and Creating and
improving security features on an ongoing basis.
• Using Data Protection Impact Assessments where appropriate.
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Maintaining relevant documentation
If your organisation has over 250 employees, you must maintain internal
records of processing activities including the following information:
• Name and details of your organisation (and where applicable, of other
controllers, your representative and data protection officer).
• Purposes of the processing.
• Description of the categories of individuals and categories of personal data.
• Categories of recipients of personal data and details of the circumstances,
what was shared and why the disclosure took place.
• Details of transfers to third countries including documentation of the
transfer mechanism safeguards in place.
• Retention schedules.
• Description of technical and organisational security measures.
If your organisation has fewer than 250 employees you must maintain the
above records for higher risk processing, such as: processing that could result
in a risk to the rights and freedoms of individuals; or processing of special
categories of data or criminal convictions and offence.
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Contracts with Processors/Third Parties
It is your responsibility to take appropriate measures to protect information for
which you are the Data Controller.
You are a Data Controller if you determine the purposes and means of
processing personal data; and a Data Processor if you process personal data on
behalf of a controller.
The GDPR requires you to have a written contract in place with any Data
Processors you engage. A helpful Contract Checklist is on the ICO website.
Cloud services are data processors and you must ensure that they are
compliant with GDPR / EU-US Privacy Shield.

In addition, it is good practice to formalise arrangements with third parties
who have regular or potential access to your data (eg: IT Provider / archive
company / cleaning firm / etc). You should ensure they understand their
responsibilities and liabilities in relation to the security and confidentiality of
your data.
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Data Protection Impact Assessments
Data Protection Impact Assessments (DPIAs) help organisations
comply with their data protection obligations and meet
individuals’ expectations of privacy.
Effective use of DPIAs allows organisations to identify and
mitigate risks at an early stage, reducing associated costs and
potential reputational damage.
Under the GDPR you must carry out a DPIA when using new technologies to
facilitate processing which is likely to result in a high risk to the rights and
freedoms of individuals. This includes (but is not limited to):
• systematic and extensive processing activities, including profiling.
• large scale processing of special categories of data or personal data
relating to criminal convictions or offences.
• processing that affects a large number of individuals and involves a high
risk to rights and freedoms
• large scale, systematic monitoring of public areas (CCTV).
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Breach Notification
The GDPR introduces a duty on all organisations to
report certain types of data breach to the relevant
supervisory authority (ICO), and in some cases to the
individuals affected.
A personal data breach means a breach of security leading to the
destruction, loss, alteration, unauthorised disclosure of, or access to, personal
data; ie: a breach is more than just losing personal data.
You only have to notify the Information Commissioners Office of a breach
where it is likely to result in a risk to the rights and freedoms of individuals.
This has to be assessed on a case by case basis.
Where a breach is likely to result in a high risk to the rights and freedoms of
individuals, you must also notify those concerned directly.
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Breach Notification
A breach notification must contain the following:
• the nature of the personal data breach including, where possible:
– the categories and number of individuals concerned; and
– the categories and number of personal data records concerned;
• the name and contact details of the Data Protection Officer or other
contact point where more information can be obtained;
• a description of the likely consequences of the personal data breach; and
• a description of measures taken and/or proposed to mitigate any possible
adverse effects.
A notifiable breach has to be reported to the ICO within
72 hours of the organisation becoming aware of it.
Failing to report a breach can carry large monetary
penalties - it is important to have robust breach detection,
investigation and internal reporting procedures in place;
ie: staff training and breach reporting policy/procedure.
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Other GDPR Considerations
The GDPR imposes restrictions on the transfer of personal data outside the
European Union, to third countries or international organisations. Personal
data may only be transferred outside of the EU in compliance with the
conditions set out in Chapter V of the GDPR.
The Information Commissioners Office will continue to release and/or update
guidance in the run up to the May 2018 deadline. The person in your
organisation with responsibility for Data Protection should refer back to the
ICO website periodically: https://ico.org.uk/

REMEMBER: Despite Brexit, the GDPR
will apply in the UK from 25 May 2018.
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Key Compliance Actions
• Give an employee responsibility for Data Protection
• Complete Information Audit for higher risk processing (include a
line for each set of special category / sensitive data as a minimum)
• Identify and document a legal basis for each processing purpose
• Develop a Privacy Notice and ensure it is available to clients / staff
• Review consent processes and record when consent is secured –
get opt-in consent to any general mailings / direct marketing
• Embed breach reporting – this should be seen as a ‘learning tool’,
identifying weaknesses and enabling improved procedures
• Review written contracts with Data Processors – specify their
compliance with GDPR & associated UK Data Protection legislation

21
© Sefton CVS 2018

References
Overview of the General Data Protection Regulation (GDPR), Information Commissioner’s Office
(September 2017): https://ico.org.uk/for-organisations/data-protection-reform/overview-of-thegdpr/
GDPR – Fair Processing Notices Guidance, Information Commissioner’s Office (September 2017):
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-andcontrol/privacy-notices-under-the-eu-general-data-protection-regulation/
Direct Marketing Guidance, Information Commissioner’s Office (February 2018):
https://ico.org.uk/media/for-organisations/documents/1555/direct-marketing-guidance.pdf
Children, Information Commissioner’s Office (February 2018): https://ico.org.uk/fororganisations/guide-to-the-general-data-protection-regulation-gdpr/applications/children/
GDPR Consent Guidance (including Checklist), Information Commissioner’s Office (September
2017): https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consentguidance-for-consultation-201703.pdf
Data Processor Contract Guidance, Information Commissioner’s Office (February 2018):
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulationgdpr/accountability-and-governance/contracts/
Conducting Privacy Impact Assessments Code of Practice, Information Commissioner’s Office
(September 2017): https://ico.org.uk/media/for-organisations/documents/1595/pia-code-ofpractice.pdf
22
© Sefton CVS 2018

Useful Resources
The Information Commissioners Office provides a wealth of guidance,
templates, etc: https://ico.org.uk/.
Specifically, GDPR myth-busting blogs and the self assessment toolkit can be
particularly helpful.
The ICO also provides helpline, live chat, email and online facilities
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Copyright & Disclaimer
The information contained in this briefing is the intellectual property of
Sefton CVS. Copyright Sefton CVS 2017. All rights reserved. Unless stated
otherwise you may use the information in this briefing only for noncommercial, personal use.
You may not use the information in this briefing for any unlawful purpose.
Except as expressly set out above, you may not reproduce, publish, broadcast,
transmit, modify, adapt, creative derivative works of, or in any way
commercially exploit any of the content.
Whilst every effort has been made to ensure that the information in this
briefing is accurate, neither Sefton CVS, its Board of Directors nor the
contributors accept any liability for any errors or omissions. In addition Sefton
CVS does not accept any liability for the content of, or issues arising from the
use of, websites quoted.
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