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Version Control and Ownership 

Original Version Published: March 2014 

This Version number:  V1.1 

Date Approved by Board: 19/3/14 

Date Reviewed:  14/8/14 

Policy Owner:  Ann Cartwright 

 

1. Information Security Policy 

 

Sefton CVS is hereinafter referred to as "the company." 

 

1.1. Overview 

 

Consistent standards, specifically in relation to network access/authentication and acceptable use, 

are critical to the company's information security and are often required by regulations or third-party 

agreements. Any user accessing the company's computer systems has the ability to affect the 

security of all users of, and all data held within, the network. Appropriate Network 

Access/Authentication and Acceptable Use policies reduce the risk of a security incident by requiring 

the consistent application of standards across the network/user-base. 

 

1.2. Purpose 

 

The purpose of this policy is to describe what steps must be taken to ensure that users connecting to 

the corporate network are: 

 authenticated in an appropriate manner, in compliance with company standards 

 given the least amount of access required to perform their job function 

 using the network and (specifically portable) hardware in an appropriate manner 

 aware of their responsibilities if using their own personal device  

This policy (alongside the Sefton CVS Employee Handbook - Pages 75-80) specifies what constitutes 

appropriate use of network accounts, authentication standards, systems and hardware, including all 

company owned portable devices and any personal device used for business purposes. 
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1.3. Scope 

 

The scope of this policy includes all users who have access to company-owned or company-provided 

computers or require access to the corporate network and/or systems.  This policy applies not only 

to employees, but also to guests, contractors, and anyone requiring access to the corporate network. 

Public access to the company's externally-reachable systems, such as its corporate website or public 

web applications are specifically excluded from this policy. 

 

2. Network Access & Authentication Policy 

 

2.1 Account Set-up 

During initial account setup, certain checks must be performed in order to ensure the integrity of the 

process. The following policies apply to account setup: 

• Positive ID and coordination with Human Resources is required. 

• Users will be granted least amount of network access required to perform their job function.   

• Users will be granted access only if they accept the Acceptable Use Policy. 

• Access to the network will be granted in accordance with the Acceptable Use Policy. 

 

2.2 Account Use 

Network accounts must be implemented in a standard fashion and utilised consistently across the 

organization.  The following policies apply to account use: 

 Accounts must be created using a standard format (eg: firstname.lastname) 

 Accounts must be password protected (adopting industry standard password construction rules). 

 User accounts must not be given administrator or 'root' access unless this is necessary to perform 

job relevant functions. 

 Occasionally guests will have a legitimate business need for access to the corporate network. 

When a reasonable need is demonstrated, temporary guest access is allowed. 

 Individuals requiring access to confidential data must have an individual, distinct account. This 

account may be subject to additional monitoring or auditing at the discretion of the Information 

Governance Team, or as required by applicable regulations or third-party agreements. 

 

2.3 Account Termination 

When managing network and user accounts, it is important to stay in communication with Human 

Resources so that when an employee no longer works at the company, that employee's account can 

be disabled. Human Resources must create a process to notify the Communications Lead in the event 

of a staffing change, which includes employment termination, employment suspension, or a change 

of job function (promotion, demotion, suspension, etc.). 
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2.4 Authentication 

User machines must be configured to request authentication against the domain at start-up. If the 

domain is not available or authentication for some reason cannot occur, then the machine should not 

be permitted to access the network. 

 

2.5 Use of Passwords 

When accessing the network locally, username and password is an acceptable means of 

authentication. Usernames must be consistent with the requirements set forth in this document, and 

passwords must conform to industry standard password construction rules – ie: passwords must be 

at least six characters and a combination of upper and lower-case letters, numbers and symbols. 

Passwords are rotated every 90 days. 

 

2.6 Remote Network Access 

Remote access to the network can be provided for convenience to users but this comes at some risk 

to security. For that reason, the company requires all users to sign-up to the Acceptable Use Policy 

(see Section 3) and encourages additional scrutiny of remote users. The company's standards dictate 

that username and password is an acceptable means of authentication as long as appropriate policies 

are followed. 

 

2.7 Screensaver Passwords/Locked Computers 

Screensaver passwords / locked computers offer an easy way to strengthen security by removing the 

opportunity for a malicious user, curious employee, or intruder to access network resources through 

an idle computer. For this reason screensaver passwords / locked computers (Ctrl. Alt. Delete) are 

encouraged. 

 

2.8 Minimum Configuration for Access 

Any system connecting remotely to the network can have a serious impact on the security of the 

entire network. A vulnerability, virus, or other malware may be inadvertently introduced in this 

manner. For this reason, remote users should update their antivirus software, and other critical 

software, to the latest versions before accessing the network. 

 

2.9 Encryption 

Industry best practices state that username and password combinations must never be sent as plain 

text. If this information were intercepted, it could result in a serious security incident. Therefore, 

authentication credentials must be encrypted during transmission across any network, whether 

internal or across a public network such as the Internet. 
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2.10 Failed Logons 

Repeated logon failures can indicate an attempt to 'crack' a password and surreptitiously access a 

network account. The company will consider locking accounts after a certain number of failed logons. 

In order to protect against account guessing, when logon failures occur the error message 

transmitted to the user must not indicate specifically whether the account name or password were 

incorrect. The error can be as simple as "the username and/or password supplied is incorrect." 

 

2.11 Non-Business Hours 

While some security can be gained by removing account access capabilities during non-business 

hours, the company does not mandate time-of-day lockouts as all-hours access to remote working is 

required on occasion. 

 

3. Acceptable Use Policy 

This policy is intended to protect the security and integrity of the company’s data and technology 

infrastructure and is applicable when accessing the company’s network through any device 

(regardless of ownership). Limited exceptions to the policy may occur due to variations in devices and 

platforms. Employees must agree to follow the terms and conditions set forth in this policy in order 

to access the company network. 

 

3.1 Use of Emails 

 E-mail is a vital business tool, but an informal means of communication, and should be used with 

great care and discipline. Staff should always consider if e-mail is the appropriate method for a 

particular communication. Correspondence with third parties by e-mail should be written as 

professionally as a letter. Messages should be concise and directed only to relevant individuals. 

 Staff must not send abusive, obscene, discriminatory, racist, harassing, derogatory, defamatory, 

or otherwise inappropriate e-mails. Anyone who feels that they have been harassed or bullied, or 

are offended by material received from a colleague via e-mail should inform their Line Manager. 

 Staff should take care with the content of e-mail messages, as incorrect or improper statements 

can give rise to claims for discrimination, harassment, defamation, breach of confidentiality or 

breach of contract. Staff should assume that e-mail messages may be read by others and not 

include anything which would offend or embarrass any reader, or themselves, if it found its way 

into the public domain. 

 E-mail messages may be disclosed in legal proceedings in the same way as paper documents. 

Deletion from a user's inbox or archives does not mean that an e-mail cannot be recovered for 

the purposes of disclosure. All e-mail messages should be treated as potentially retrievable, 

either from the main server or using specialist software. 
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 In general, staff should not: 

 send or forward private e-mails at work which they would not want a third party to read; 

 send or forward chain mail, junk mail, cartoons, jokes or gossip; 

 contribute to system congestion by sending trivial messages or unnecessarily copying or 

forwarding e-mails to those who do not have a real need to receive them; 

 sell or advertise using our external communication systems or externally broadcast 

messages about personal lost property, sponsorship or charitable appeals; 

 agree to terms, enter into contractual commitments or make representations by e-mail 

unless appropriate authority has been obtained. A name typed at the end of an e-mail is a 

signature in the same way as a name written at the end of a letter; 

 download or e-mail text, music and other content on the internet subject to copyright 

protection, unless it is clear that the owner of such works allows this; 

 send messages from another worker's computer or under an assumed name unless 

specifically authorised; or 

 send confidential messages via e-mail or the internet, or by other means of external 

communication which are known not to be secure. 

 Staff who receive a wrongly delivered e-mail should return it to the sender. 

 

3.2 Use of the Internet 

 Staff should not access any web page or any files (whether documents, images or other) 

downloaded from the internet which could, in any way, be regarded as illegal, offensive, in bad 

taste or immoral. While content may be legal in the UK, it may be in sufficient bad taste to fall 

within this prohibition. As a general rule, if any person (whether intended to view the page or not) 

might be offended by the contents of a page, or if the fact that our software has accessed the 

page or file might be a source of embarrassment if made public, then viewing it will be a breach 

of this policy. 

 Staff should not under any circumstances use our systems to participate in any internet chat 

room, post messages on any internet message board or set up or log text or information on a 

blog or wiki, even in their own time.  

 

3.3 Personal Use of Systems 

 The company permits the incidental use of internet, e-mail and telephone systems to send 

personal e-mail, browse the internet and make personal telephone calls subject to certain 

conditions set out below. Personal use is a privilege and not a right. It must be neither abused nor 

overused and the company reserves the right to withdraw this permission at any time. 

 The following conditions must be met for personal usage to continue: 
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 use must be minimal and take place substantially out of normal working hours (that is, 

during lunch hours, before 9 am or after 5.30 pm); 

 personal e-mails must be labelled "personal" in the subject header; 

 use must not interfere with business or office commitments; 

 use must not commit us to any marginal costs; and 

 use must comply with our policies including the Equal Opportunities Policy, Anti-harassment 

Policy, Data Protection Policy and Disciplinary Procedure. 

 Staff should be aware that personal use of company systems may be monitored and, where 

breaches of this policy are found, action may be taken under the disciplinary procedure. The 

company reserves the right to restrict or prevent access to certain telephone numbers or internet 

sites if personal use is considered excessive. 

 

3.4 Portable / Bring Your Own Device Policy 

 The company provides general / project specific access to company owned portable devices for 

business use. In addition, for their convenience, employees are granted the privilege of 

purchasing and using smartphones and tablets of their choosing to connect to the company 

network. The company reserves the right to revoke this privilege if users do not abide by the 

policies and procedures outlined in this document and associated policies. 

 Employees may use their portable device to access the following company-owned resources: 

email, calendars, contacts, documents, etc. However particular caution must be exercised when 

accessing confidential data via a portable device – and confidential data must not be stored on a 

portable device (regardless of device ownership) unless the device itself is encrypted. 

All Sefton CVS Information Governance Policies are also applicable to portable devices. 

 The device should be used exclusively by the employee if the device is configured to access the 

company network or there is any company data stored on the device. 

 Company data should be stored on portable devices for the least time required and should be 

securely transferred back to the network and completely removed from the device at the earliest 

opportunity – particular care must be taken if the ownership of the device changes.   

 The company has a zero-tolerance policy for texting or emailing while driving and only hands-free 

talking while driving is permitted. 

 

Devices and Support 

 Smartphones including iPhone, Android, Blackberry and Windows phones are allowed. 

 Tablets including iPad and Android are allowed. 

 Connectivity issues are supported by IT; employees should contact the device manufacturer 

or their carrier for operating system or hardware-related issues. 
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 Devices must be presented to IT for proper job provisioning and configuration before they can 

access the network. 

 

Reimbursement 

 The company will not generally reimburse the employee for the cost of the device or any 

associated costs. 

 

Security 

 In order to prevent unauthorised access, devices must be password protected using the 

features of the device and a strong password is required to access the company network. 

 The device must lock itself with a password or PIN if it’s idle for five minutes. 

 Employees’ access to company data is limited based on user profiles defined by IT and 

automatically enforced. 

 Employees’ must be aware that their responsibilities extend to the device storage media (eg: 

memory/SD card) where company data is stored on the device. 

 Public cloud-based sharing and public backup services, should never be used for the storage 

of any company data without the express permission of the IG Lead / Caldicott Guardian 

 The employee’s device may be remotely wiped if 1) the device is lost, 2) the employee 

terminates his or her employment, 3) IT detects a data or policy breach, a virus or similar 

threat to the security of the company’s data and technology infrastructure. 

 

Risks/Liabilities/Disclaimers 

 While IT will take every precaution to prevent the employee’s personal data from being lost in 

the event it must remote wipe a device, it is the employee’s responsibility to take additional 

precautions, such as backing up email, contacts, etc. 

 The company reserves the right to disconnect devices or disable services without notification. 

 Lost or stolen devices must be reported to the company within 24 hours. Employees are 

responsible for notifying their mobile carrier immediately upon loss of a device. 

 The employee is expected to use his or her devices in an ethical manner at all times and 

adhere to the company’s Acceptable Use policy. 

 The employee is personally liable for all costs associated with his or her device. 

 The employee assumes full liability for risks including, but not limited to, the partial or 

complete loss of company and personal data due to an operating system crash, errors, bugs, 

viruses, malware, and/or other software or hardware failures, or programming errors that 

render the device unusable. 

 Sefton CVS reserves the right to take appropriate disciplinary action up to and including 

termination of employment for noncompliance with this policy. 

http://www.itmanagerdaily.com/mobile-malware-grew-three-fold-last-year/
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4. Enforcement 
 
This policy will be enforced by the IG Lead and/or Senior Management Team. Violations may result 
in disciplinary action, which may include suspension, restriction of access, or more severe penalties 
up to and including termination of employment. Where illegal activities or theft of company property 
(physical or intellectual) are suspected, the company may report such activities to the applicable 
authorities. 
 
5. Other Applicable Policies 
 
This document is part of the company's cohesive set of Information Governance policies.  Other 
policies may apply to the topics covered in this document and as such the applicable policies should 
be reviewed as needed. 
 
6. Revision History 
 
Revision 1.0 - 12/3/2014 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
7. Declaration 
 
I (the undersigned) confirm that I have read and can understand this Information Security policy and 
that I agree to be bound by the content. 
Please discuss with your line manager / IG Lead if there is anything you would like clarifying before 
you sign this document 
 
Signature........………………………………   Date………………………… 
 
Full Name……………………….................... 


