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Version Control and Ownership 

 

Original Version Published: March 2014 

This Version number:  V1.0 

Date Approved by Board: 19/3/14 

Date Reviewed:   

Policy Owner:  Ann Cartwright 

 

Key Points 

 This policy outlines the arrangements necessary to ensure that all work related data 
incidents are appropriately reported and, if relevant, investigated 

 It is the responsibility of all managers to ensure that investigations identify the 
causes of any incidents and, where possible, recommend any action necessary to 
prevent a recurrence 

 All incidents must be reported to the Information Management Lead so that a record 
can be made and kept about the occurrence 

 All serious incidents will be reported to senior management / Board of Trustees 

 Data incidents are those where confidential information or data (or both) are 
compromised. Please refer as appropriate to the organisation’s Information 
Governance Policies. 

 

1. Information Security Incidents 

An information security incident is any violation of the Information Governance 
Policy. The term security incident and suspected incidents is very broad and includes, 
but not limited to, incidents that effect disclosure, denial of access to, destruction or 
modification of the organisation’s data. 

Examples of security incidents: 

• Using another user’s login ID 

• Unauthorised disclosure of information 

• Leaving confidential / sensitive files out 

• Theft of IT equipment 

• Accessing a persons’ record inappropriately e.g. viewing your own  
 record or family members, neighbours, friend etc. 

• Writing passwords down. 
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Diligent employees should question/report procedures, protocols and events that 
they consider could cause damage, harm, distress, break of compliance or bring the 
organisation’s name into disrepute. 

 

2. Responsibilities 

 The Chief Executive has ultimate responsibility for the implementation of the 
provisions of this procedure. As the ‘Accountable Officer’ they are responsible 
for the management of the organisation and for ensuring that the appropriate 
mechanisms are in place to support service delivery and continuity. 

 The Senior Information Risk Owner (SIRO) has overall responsibility for the 
Incident Reporting Procedure – the SIRO has delegated responsibility for 
managing the development and implementation of this policy. 

 The Caldicott Guardian is responsible for overseeing and advising on issues of 
service user/client confidentiality for the organisation. 

 Managers are responsible for ensuring that all staff, particularly new staff, 
temporary staff, contractors and volunteers, know what is expected of them in 
respect of reporting incidents.  

 All staff, contractors and volunteers are responsible for maintaining the 
confidentiality of all personal and corporate information gained during their 
employment/ involvement with the organisation and this extends after they 
have left the organisation. 

 All individuals are responsible for adhering to the Caldicott principles and the 
Data Protection Act.  

 

3. Data Incident Reporting 

 

3.1 All staff must verbally and/or electronically report any actual data incidents or 
‘near misses’ to their manager, the relevant Information Asset Owner and the 
Information Governance Lead immediately upon discovery. 

 

3.2 The Information Asset Owner or their nominee must then ensure a completed 
Data Incident Reporting Form is submitted to the Information Governance 
Lead as soon as possible (no more than 5 working days following discovery). 

 

3.3 All staff / volunteers / contractors involved must fully comply with the ensuing 
investigation and with any remedial action taken or recommended to prevent 
a further occurrence. 
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4. Incident Investigation 

 

4.1 Incident investigation involves a more in-depth examination of the 
 circumstances surrounding an incident. The aim of the investigation is to 
identify the root causes of the incident and recommend practical action to 
prevent a recurrence.  

 

4.2 An investigation must also gather and record all the detailed facts that may be 
required should legal action result.  In many cases months, and even years, 
may pass before such action is instigated and therefore it is important that 
investigation reports and associated records are accurate, well documented 
and securely retained. 

 

5.  The Importance of Incident Investigation 

 

5.1 If (serious) incidents are not investigated and appropriate action taken, the 
organisation could be more vulnerable in terms of civil litigation and even 
criminal action.  It is also good management practice to learn reactively from 
adverse events in terms of staff relations and minimising losses. 

 

5.2 Incidents can cause pain, suffering and stress to the person(s) affected, their 
families, friends and work colleagues.  There is a moral obligation to uncover 
the causes of these incidents and to learn from them. 

 

5.3 Incidents may incur financial penalties, both individually and in 
 aggregate.  These penalties can include the indirect costs resulting from 
incident recording, reporting and investigating, staff replacement, re-training, 
work interruption, etc. 

 

5.4 Serious information security breaches would open the organisation up to 
possible legal claims from third parties, but also to fines levied by the 
Information Commissioner’s Office.  This could further harm the organisation’s 
reputation as a strategic partner and a commissioned service provider. 

 

 

  


